Security Device user guide

HSBC »«

Our digital banking solutions make it easy for you to access your business accounts anytime,
anywhere. To protect your account, you need to use your Security Device to log on to your
company accounts and confirm your online transactions.

Click the below to refer to the step-by-step instructions accordingly:

How do | activate my new Security Device?

(existing Security Device has a low battery)

How do | activate my new Security Device?

(existing Security Device is lost or not working )

How do | generate security code from my Security Device?

How do | change the PIN of my Security Device?
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How do | activate my new Security Device?

(existing Security Device has a low battery)

When you receive the new Security Device, set up the PIN for it.

1. Turn on your device by
pressing the green button for
2 seconds.

2. Enter a 4 to 6 digits PIN. For
security, we recommend a 6-
digit PIN.

Then press the yellow button.

3. Enter your new PIN again 4. If the PIN setup is successful,

to confirm. it will show 'NEW PIN CONF’
and 'HSBC'’ for 2 seconds.
If the PIN setup is
unsuccessful, it will show
‘FAIL PIN’. Press the green
button to start the PIN setup
process again
My existing My existing Security How do | generate How do | change the
Security Device has Device is lost or not security code from my PIN of my Security

a low battery working UBLIEecurity Device? Device?
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Step 2

p4 Hsec

Home

My HSBC

Accounts

Account overview
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Log on to Business Internet Banking, go to ‘Admin Tools', then select ‘Activate New Security
Device'.

BIBTESTPA

Last login: 04 Aug 2020 18:09 (HKT}

HSBC AMH CMB DBB TEST ACCOUNT 1 v

Account Last updated at 18:11 & Balance @

CAD CombiNations Savings

Q Offers

Sign up for PayMe for Business and get
HKD 500*

3yMe | (e

Claim your

coo /.16 > .
Payments & 0024654385 HKD 500 sign-
Transfers up bonus*!
123
2 =~
}‘ HSBC 2 a X Last login: 23 Aug 2022 12:16 (HKT)
My HSBC
Administration Tools
eStatement and eAdvice
CasnMensgement User administration Profile settings Communication Centre
Authorisation
Create User Set Overseas ATM Withdrawal Limit > Notification Centre
Management Control
Authorisation
Modify/Delete User Change Daily Transaction Limit Request > WeChat Service
Inbox
Notification Centre i
Security tools
Set MPF Services >

Admin Tools

Overview

Activity Log

Service Platform Log

FAQ

Set authorisation matrix

Authorisation Matrix

Step by Step Guide in setting up authorisation matrix

Activity Log

Other Activities

Replace a security device with a mobile security key

I Activate New Security Device

Free anti-virus software download

Service application portal

Form & Document Submission Centre

Update Company Information

Enter the serial number of the new Security Device. You can find it at the back of the device.

Step 3

BIBTESTPA o
Last login: 04 Aug 2020 18:09 (HKT)

N HSBC = English v

% Activate New Security Device Review Confirmation

My HSBC

Activate New Security Device
eStatement and
eAdvice

MNew Security Device Details

el Please input the serial number and security code of your new Security Device below.

Management
Authorisation

Management It is on the back of your Security Device (e.g. 10-1234567-1)

Control

Authorisation Serial Number

e I

Messages

Notification Centre

www.hsl

Admin Tools

Overview

Activate New

My existing
Security Device has
a low battery

My existing Security
Device is lost or not
working

How do | generate
security code from my
UBLIEecurity Device?

How do | change the
PIN of my Security
Device?
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Generate a security code from your new Security Device and enter it on the below screen to
Sliggp verify the activation, then click 'Confirm'.

1. Turn on your device by
pressing the green button for
2 seconds.

2. Enter your PIN.

3. Press the green button once. 4. A 6-digits security code will

appear on the screen

) BIBTESTPA
N HSBC « English v { X w
Last login: 04 Aug 2020 18:09 (HKT)

My HSBC

Enter the Security Code you have generated from your new security device

eStatement and Security Code _

eAdvice el
Enter Security Code HSBC M

Cash
Management
Authorisation

1. Enter PIN to unlock your Security Device
Management

Control

Authorisation 2. Press [ @) ] to generate a security code

Messages

Notification Centre

Admin Tools ~

Tips:

Once you have activated your new Security Device, your existing Security Device will be
immediately deactivated.

My existing My existing Security How do | generate How do | change the
Security Device has Device is lost or not security code from my PIN of my Security
a low battery working UBLIEecurity Device? Device?
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How do | activate my new Security Device?

(existing Security Device is lost or not working )

When you receive the new Security Device, set up the PIN for it.

2. Enter a 4 to 6 digits PIN. For
security, we recommend a 6-
digit PIN.

1. Turn on your device by
pressing the green button for
2 seconds.

Then press the yellow button.

o) ® o) n’g
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3. Enter your new PIN again 4. If the PIN setup is successful,

to confirm. it will show '‘NEW PIN CONF’
and "HSBC'’ for 2 seconds.
If the PIN setup is
unsuccessful, it will show
‘FAIL PIN’. Press the green
button to start the PIN setup
process again
G My existing Security My existing How do | generate How do | change the
Device has a low Security Device is security code from my PIN of my Security
battery lost or not working UBLIEecurity Device? Device?
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Step 2 Go to Business Internet Banking log on screen, enter your username and password as usual.

Log on to Business Internet Banking

Usernsme

Replace security device with Mobile Security Key

Scen the O zods ts downised the HSBC

Need help?

Business Intemet Banking password

Replace security device with Mabile Security Key

s loadithe HSBEC HK. makils ape. o etats Mobile Ser
‘39U e 10 log o0 a1d SRRIOYE ANasEIONS.

Device has a low Security Device is security code from my PIN of my Security

O My existing Security My existing How do | generate How do | change the
battery lost or not working UBLIEecurity Device? Device?
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You will be directed to the '‘Activate New Security Device' page. Fill in the information as
Sliggp below, then click ‘Continue’ to review the details.

N HSBC Business English v

Activate New Security Device Review Confirmation

Activate New Security Device

Activate New Security Device

Principal A tN . . N
‘ rincipal Account Number : Input the information from your Activation
|

PIN mailer
User Short name Note: PIN activation allows 3 attempts only.

Activation PIN

It is on the back of your Security Device (e.g. 10-1234567-1) ) YOU can flﬂd |t at the baCk Of -
Security Device Serial Number e your Security Device.

Authentication code www.hsbe.com

Please input the 6-digit authentication code we have sent to you by SMS.
(This authentication code is not applicable to customers who

- register for Mandatory Provident Fund service only; or

- received Activation PIN at branch)

We sent it to you
via SMS.

Cancel Continue

Tips:
If you have lost your activation PIN mailer, please call (852) 2748 8288 to request
for a new activation PIN mailer.

Device has a low Security Device is security code from my PIN of my Security

G My existing Security My existing How do | generate How do | change the
battery lost or not working UBLIEecurity Device? Device?
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Review your activation details, then click ‘Confirm'.

P HSBC  Business

English +

Activate New Security Device Review Confirmation

Activate New Security Device — Review

\ ‘ € Please verify the following details and click 'Confirm’ Or, click 'Medify’ to edit. Upon this confirmation, please use your new Security Device with
. immediate effect.
e
A
.} ) ]
\ b »
e Activate New Security Device — Review
Principal Account Number
= 023101116838
i
+ User Short Name
\g\ | PUSER2
L §
T
My existing Security My existing How do | generate How do | change the
Device has a low Security Device is security code from my PIN of my Security

battery lost or not working UBLIEecurity Device? Device?
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Generate a security code from your new Security Device and enter it on the below screen to
St verify the activation, then click 'Confirm'

1. Turn on your device by
pressing the green button for
2 seconds.

2. Enter your PIN.

3. Press the green button once. 4. A 6-digits security code will

appear on the screen

P4 HSBC  Business

Enter Security Code

Enter Security Code

Activate New Se HSBC M

@ Please verify the i 1. Enter PIN to unlock your Security Device ur new Security Device with
immediate effect. 7 c

2. Press @) to generate a security code

Activate New Security Dg

Principal Account Number
023101116838

User Short Name

PUSER2

Device has a low Security Device is security code from my PIN of my Security

O My existing Security My existing How do | generate How do | change the
battery lost or not working UBLIEecurity Device? Device?
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How do | generate a security code from my Security Device?

According to the model of your Security Device, please refer to the below steps to generate security code
for different purposes.

Generating a security code for logging on to Business Internet Banking

1. Turn on your device
by pressing the
green button for 2
seconds.

2. Enter your PIN.

e ~ a) ..)a
o) @) o) n)g

} ©) @) w)x

3. Press the green
button once.

4. A 6-digits security
code will appear on
the screen

‘;'SBC\ B Press the green button once and a 6-digit security code will appear on the screen.
1 2 3
AT TR

8\ 9

Press the grey button once and a 6-digit code will appear on the screen.

Device has a low Device is lost or not security code from PIN of my Security

G My existing Security My existing Security How do | generate How do | change the
battery working UmDMCSecurity Device? Device?
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Generating a security code for making payment to an unregistered beneficiary
or creating a designated beneficiary

1. Turn on your device 2. Enter your PIN.
by pressing the
green button for 2

seconds.
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4. You will see a dash
sign on the screen.
Enter the last 8
digits of the
beneficiary account
number.

If the beneficiary

account number is less

than 8 digits, input all
the digits.

3. Press the yellow
button once.

6. A 6-digit security
code will appear on
the screen.

5. Press the yellow
button again.

» 1. Press the yellow button.
HSBC M

.I\

Enter last 8 digits of the beneficiary account number.
A

Press the yellow button again.

= e N

A 6-digit security code will appear on the screen.

You cannot use this Security Device to make payment to an unregistered beneficiary or
create a designated beneficiary.

Device has a low Device is lost or not security code from PIN of my Security

O My existing Security My existing Security How do | generate How do | change the
battery working UmDMCSecurity Device? Device?
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Generating a security code for making an autoPay payment

1. Turn on your device
by pressing the
green button for 2
seconds.

2. Enter your PIN.

o) ®) o) N‘g
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3. Press the yellow
button once.

4. You will see a dash
sign on the screen.
Enter the number
of entries followed
by the total amount
(excluding decimal),
limiting to the first
8 digits. Example:

Total entries: 153
Total amount: 1,234,567.80
Please input 15312345

5. Press the yellow
button again.

6. A 6-digit security
code will appear on
the screen.

HSBC M
NI 2\ 3)

8 5\ e You cannot use this Security Device to make autoPay payment.

You cannot use this Security Device to make autoPay payment.

Device has a low Device is lost or not security code from PIN of my Security

O My existing Security My existing Security How do | generate How do | change the
battery working UmDMCSecurity Device? Device?
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How do | change the PIN of my Security Device?

2. Press and hold button ‘8" for
2 seconds

1. Turn on your device by
pressing the green button for
2 seconds, then enter your
existing PIN

3. Enter a new 4 to 6 digits,
then press the yellow button.
For better security, we
recommend a 6-digit PIN.

4. Re-entering your new PIN to
confirm.

5. If the PIN is successfully
changed, it will show ‘NEW
PIN CONF" and ‘HSBC' for 2
seconds.

If the PIN update is unsuccessful,
it will show ‘FAIL PIN". Press the
green button to start the PIN
setup process again

Information and images displayed on the smartphone screen, laptop and Business Internet Banking interface are provided for
illustrative purposes only.

Copyright: HSBC Group 2024. ALL RIGHTS RESERVED. Issued by The Hongkong and Shanghai Banking Corporation Limited

Device has a low Device is lost or not security code from my the PIN of my

G My existing Security My existing Security How do | generate How do | change
battery working UBLIEecurity Device? Security Device?
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